What have we learned?
Click on the correct answer box which will insert an X in that box.  When finished save as YOUR LAST NAME and email your completed quiz to Jim Lyon, FSO, at fso@integrits.com.
1.
The following are key points concerning the Need-to-Know (NtK).  Check all that that apply.
 FORMCHECKBOX 

Possessing a badge that indicates a clearance automatically grants the individual a NtK
 FORMCHECKBOX 

The responsibility for determining NtK in connection with a classified visit rests with the individual who will disclose classified information during the visit
 FORMCHECKBOX 

You are expected to refrain from discussing protected information in hallways, cafeterias, elevators, rest rooms, or smoking areas where the discussions may be overheard by persons who do not have a NtK of the subject of conversation

 FORMCHECKBOX 

You should counsel a co-worker who repeatedly violates the NtK principle
2.
Check all that apply for Safeguarding Classified information.

 FORMCHECKBOX 

Confidential classified material may be stored in locking bar type safes with permission from the FSO
 FORMCHECKBOX 

Containers shall be checked upon opening, closing and at the end of the workday. If time permits, end of Day checks shall be recorded
 FORMCHECKBOX 

Hand carrying of classified material is authorization when you have the NtK and the proper clearance
 FORMCHECKBOX 

Reproduction of classified data including hardcopies and disks shall be coordinated through the FSO 
3.
Check all that apply for potential Espionage Indicators.
 FORMCHECKBOX 

Attempt to conceal oversees travel or contact with foreign nationals
 FORMCHECKBOX 

Attempting to enter areas not been granted access to
 FORMCHECKBOX 

Exploitable behavior traits
 FORMCHECKBOX 

Working long hours over a consistent period of time
4.
Check all that apply for Reportable Behaviors.
 FORMCHECKBOX 

Removing classified markings from documents
 FORMCHECKBOX 

Sudden reversal of financial situation or a sudden repayment of large debts or loans
 FORMCHECKBOX 

Keeping classified material in an authorized safe
 FORMCHECKBOX 

Using an unclassified medium to transmit classified material
5.
Check all that qualify as Reportable Information.
 FORMCHECKBOX 

Loss of company issued key or equipment
 FORMCHECKBOX 

Change in name, marital status, or citizenship
 FORMCHECKBOX 

Any incident which demonstrates willful disregard of security procedures or need for attention by FSO
 FORMCHECKBOX 

When you’re a contractor and your military ID expires
6.
Remember when hosting foreign visitors it is always cheaper for any country to elicit, improperly obtain or buy a new technology or the means of producing a new technology than it is for them to pay for the research and development (R&D) themselves. Which techniques are used by foreign governments to obtain technology?
 FORMCHECKBOX 

The distraught visitor
 FORMCHECKBOX 

Bait and switch
 FORMCHECKBOX 

Compassing  
 FORMCHECKBOX 

Wandering visitor
7.
Overseas travel increases the risk of being targeted by foreign intelligence activities. They have better access to you and their actions are not restricted when operating within their own countries. Information Age spying includes the following:
 FORMCHECKBOX 

Wired hotel rooms
 FORMCHECKBOX 

Interceptions of fax and email transmissions
 FORMCHECKBOX 

Recording of telephone calls/conversations
 FORMCHECKBOX 

Break-ins and/or searches of hotel rooms, briefcases, and luggage 
8.
Adverse Information - as a cleared employee which of the following are you required to report to the FSO about yourself or a fellow employee?

 FORMCHECKBOX 

Illegal Drug use
 FORMCHECKBOX 

Excessive indebtedness
 FORMCHECKBOX 

Speeding ticket
 FORMCHECKBOX 

Alcohol abuse
9.
Check all that apply about Security Violations.
 FORMCHECKBOX 

Security Violations are acts or omissions that violate established security procedures developed to protect classified information
 FORMCHECKBOX 

Security violations are costly, but preventable
 FORMCHECKBOX 

A violation must result in the loss or compromise of classified information
 FORMCHECKBOX 

A Security violation is also a violation of the Company’s Standards of Conduct
10.
Active Shooters are individuals who attempt to injure or kill people in confined or populated areas. Check all that apply for indicators you should look for in the work place.
 FORMCHECKBOX 

Depression/withdraw
 FORMCHECKBOX 

Employee constantly gossips and seems nervous all the time
 FORMCHECKBOX 

Talk of previous incidents of violence
 FORMCHECKBOX 

Home in total disarray 
 ___________________________



__________________

Employee Name



     Date
